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2003 IQRS Improvements
June 2003

Added ability to save credit card information for IQRS queries.
- Entities can save multiple credit card numbers and assign credit card numbers to
User IDs.

Added ability to save subject information to the subject database when submitting a
query or report.

July 2003
. EIP[?(B and HIPDB query fees reduced from $5.00 per name to $4.25 per name per Data
ank.

September 2003
Data Banks moved to 4th generation hardware platform (SUN architecture).

Average query response time decreases to less than two hours for 99% of submitted
queries.

November 2003
- Credit card interface between the Data Banks and Mellon Bank was upgraded.

- Allows for better credit card reconciliation:

- Upgraded interface allowing the Data Banks to submit the NPDB or HIPDB query
reference number to end-user credit card companies. Participating end-user credit
card companies may display the Data Bank query reference number on credit card
statements.
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2004 IQRS Improvements

February 2004
- Medical Malpractice Payment Report (MMPR) enhancements based on

Center for Health Policy Studies (CHPS) recommendations.
- ITP file format enhancements.

April 2004
- Pre-Populate Certification information for IQRS transactions (non-
administrators).

— IQRS Administrators will NOT be able to take advantage of this new
functionality — administrator accounts are frequently used by multiple
users within a single entity. Because the Data Banks require accurate
submitter information, certification information for administrator accounts

will not be pre-populated.

- Subject Database Duplicates:

-~ When importing subjects or adding subjects to a subject database, the
Data Banks will inform the submitter of potential duplicate subjects.

i
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4} Options - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help

National Practitioner Data Bank
Healthcare Integrity and Protection Data Bank

View Query Response

OPTIONS

View Billing History

View Report Output

Maintenance Options Maintain Subject Database

Update User Account

End Session & Return to Login

|
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J File Edit Yiew Favorites Tools  Help

/3 User Account Information - Microsoft Internet Explorer

USER ACCOUNT INFORMATION

Mational Practitioner Data Bank

Healthcare Integrity and Protection Data Bank

To edit a user account, modify the information to be changed, click Save.

Help 7 '

The name, title, and telephone information are Used to pre-populate certification fields.

Passwords must contain at least 8 characters. Passwords must contain a mix of alphabetic

characters and numeric digits. Passwords are case sensitive.

User D

FredDoors

Old Password ; |

MNew Password |

Confirm Password | |

Mame

Title -

Telephone

E-mail Address
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/3 User Account Information - Microsoft Internet Explorer

J File Edit View Favorites Tools  Help

USER ACCOUNT INFORMATION

To edit a user account, modify the information to be changed, click Save.

Fasswords must contain at least 8 characters. Passwiords must contain a
characters and numeric digits. Passwords are case sensitive.

User D FredDoors
Old Pagsword - |

New Password |

Confirm Password |

Mational Practitioner Data Bank

Healthcare Integrity and Protection Data Bank

Help 7 '

The name, title, and telephone information are Used to pre-populate certification fields.

mix of alphabetic

Name [Fred Doors
Title Division Chief
Telephone | 11115552222 Ext |

E-mail Address : |

@ oo

’_ l_ l_ (2 Local intranek

| K
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/3 User Account Information - Microsoft Internet Explorer

J File Edit View Favorites Tools  Help

N

E-mail Address : |

Street Address |
Address Line 2 |
|

City
State [CHOOSE ONE FROM LIST ]
Zip Code - |

Country |

Assigned Credit Card Mone

I The Data Bank MNewsletter is sent to your entity's certifying official. If you do not currently receive the
Data Bank MNewsletter and would like to, check this b

Return to Options

=
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2004 IQRS Improvements

Certification Information Will Pre-populate
for Queries and Reports
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; Query Input Form - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help

Mational Practitioner Data Bank

QUERY INPUT Healthcare Integrity and Protection Data Bank

To submit a query, enter all known subject data.

SUBJECT INFORMATION Help 2 )

Subject Mame:
Last Mame First Mame Middle MName Suffix (e.q., Jr, I

[Doe |John (& i

Validate/Submit

Other Names Used:

Last Name First MName MWiddle Name Suffix fe.g., Jdr I

1. | | | |

2 | | | |

3. | | | |

4 | | | |

5. | | | |

Gender, #Male ©Female © Unknown

Birth Date

(MMDDYYYY): |0501 1950

a
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; Query Input Form - Microsoft Internet Explorer - |EI|1|

J File Edit ‘iew Favorites Tools  Help

Mational Practitioner Data Bank

QUERY INPUT Healthcare Integrity and Protection Data Bank

— CERTIFICATION [ |
Subject Info
:dd:lemlm | certify that | am authorized to submit this transaction and that all information is true and correct to the best
i of my knowledge.
Authorized Submitter's Name: [Fred Doors <4uum——
S Authorized Submittsr's Title: [Division Chief
Authorized Submitter's Phone: [1115552222 Ext|
Date (MMDODYYYY: |091 62003
Validate/Submit
This form will be submitted to the appropriate Data Bank(s).
‘ ¥ Check this box if you wish to store this subject in your subject database for use in future Help 2 )
queries andfor reports. Duplicate entries inyour subject database may result in duplicate
queries.
Submit to Data Bank(s)
Return to Options
4| | 3
|;Ej I_I_E = Local intranet y
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/) Potential Duplicate Subject{s) - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help

POTENTIAL DUPLICATE SUBJECT(S) National Practitioner Data Bank

Healthcare Integrity and Protection Data Bank

The subject you wish to store may already exist in your subject database. Click Help 2 )
View Subject for any of the subjects listed below to see all data stored for that subject. You
may proceed with storing this new subject, or choose notto store the new subject.

Options: © Store this subject.
€ Do not store this subject.

Subject To Store: DOE, JOHN QI View Subject
Gender: Male DOB: 05/0111950 Deceased?: MNo
SSN(s): 999-55-4444

Home Address:  FAIRFAX VA 22033 - 0000
Work Address: FAIRFAX, VA 22033 - 0000
Primary State License Number, State of Licensure: VA123456 WA

Potential Duplicate Subject: DOE, JOHN QI View Subject
Other Name(s): DOE, JOM JACK
Gender: Male DOB: 05/0171950 Deceased?: Mo
SSN(s): 1M1-77-2222, 999-55-4444

Home Address:  FAIRFAX, VA 22033 - 0000
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/) Potential Duplicate Subject{s) - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help

Options: © Store this subject.

& Do not store this subject. _

Subject To Store: DOE, JOHN QI View Subject
Gender: Male DOB: 05/0111950 Deceased?: MNo
SSN(s): 939-55-4444

Home Address:  FAIRFAX VA 22033 - 0000
Work Address: FAIRFAX, VA 22033 - 0000
Primary State License Number, State of Licensure: VA123456 VA

Potential Duplicate Subject: DOE, JOHN QI View Subject
Other Name(s): DOE, JOM JACK
Gender: Male DOB: 05/0171950 Deceased?: Mo
SSN(s): 111-77-2222,999-55-4444

Home Address:  FAIRFAX, VA 22033 - 0000
Work Address: FAIRFAX, VA 22033- 0000
Primary State License Number, State of Licensure: VA123456, WA

Submit to Data Bank(s) _

Return to Previous Page
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) Verification for DCN: 7950000029489901 - Microsoft Internet Explorer =10l

J File Edit ‘iew Favorites Tools  Help ﬁ

Mational Practitioner Data Bank

Healthcare Integrity and Protection Data Bank
F O Box 10832

Chantilly, VA 20153-0832

hittp: fwarsy. npdb-hipdb. com

TEMPORARY RECORD OF SUBMISSION =
INDIVIDUAL SINGLE QUERY

Data Bank Control Number: 7950000029439901

The information you entered has been transmitted to the NPDB and/or the HIPDB for processing based on the action reported or querying authority
of your entity as specified when registering with the Data Bank(s). You have not met your obligation under applicable law until this information is
received, processed, and accepted by the Data Bank(s) and an official response is returned. Your official response may he retrieved (i.e.,
downloaded) from hitp://'www.npdhb-hipdb.com approximately 4 to 6 hours after submission (some transactions may take longer).

When the official response is retrieved, please destroy this Temporary Record of Submission and replace it with the official response. A copy of the
official response may he used to report to other organizations (i.e., State hoards) as necessary.

A ENTITY INFORMATION

Entity Name: TEST ENTITY

Address: 4350 FAIR LAKES COURT o
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2004 IQRS Improvements

June 2004
- Historical User Summary Report:

— Data Bank users frequently request reports detailing previously submitted
guerying and reporting transactions.

- Bundled Multi-Name Query Responses:

— Allow Data Bank users to specify when or when not to bundle multi-name
guery responses into combined files.

-
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Back Eariand Stop  Refresh  Home Search Favortes  History LT Edit Discuzz  Print

J@,*,@ o

QG @‘%-@, =

Mational Practitioner Data Bank

OPTIONS Healthcare Integrity and Protection Data Bank

Query Options

View Query Response

View Billing History

View Histarical Queries
Report Options

View Report Qutput

View Histarical Reports
Maintenance Options Maintain Subject Database

Update User Account

End Session & Return to Login
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3 Historical Query Selection - Microzoft Internet Explorer provided by SBA International

J File  Edit “iew Favortes Tools Help

J«,-bv@ﬁ A = @ B =, 3 3

Back Fanward Stop  Refresh  Home Search Favorites  Histary I il Edit Dizcusz  Print

National Practitioner Data Bank
Healthcare Integrity and Protection Data Bank

HISTORICAL QUERY SELECTION

To view a summary of queries submitted, narrow your search criteria as much as possible by Help 2 )
completing the following filkering options below. The Type of Subject, Submission Date

Range, and Status fields are all required. Note: Only queries submitted on or after

T0/2241999 will be displayed.

Type of Subject (Choose between individual or organization subjects. Subject name is optional and
may be omitted )

mmmmm  ndividual Subject(s)

Last Mame First Mame

© Crganization Subject{s) (HIFDEB Only)
MName of Organization

AND

Submission Date Range (MMDDYYYY)

From: [08012003  To: [10012002 <«

AND

Status

C Completed € Rejected & Both _
S

Return to Options

|@ Done ’_’_ 25 Local intranet
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3 Histonical Query Summary - Microsoft Intermet Explorer provided by SBA International
J File  Edit “Wiew Favorites Toolz  Help |
@« 0= @ B o | a @ @ | B 2. EH S
Back Fonsard Stop  Refresh  Home Search Favontes  History Mail Edit Discusz Print
[ |
National Practitioner Data Bank
HISTORICAL QUERY SUMMARY Healthcare Integrity and Protection Data Bank
Mame: TESTENTITY (333333333333333) Help 7 )
The following entries provide a summary of query submissions based upon the specified selection criteria
listed below. Click a link in the Charge columns to view a charge receipt.
Type of Subject Individual
Submission Date Range: 08/01/2003 - 10/01/2003
Status: Completed and Rejected
Historical Guery Summary
. Date HIPDB NPDB
Subject Name Submitted Status Query DCN Batch DCN Charge Charge
CUTTER, ARTHUR 08M6/2003 | Completed | 7950000030805500 | 7950000030805500 MEB909 7
SWITH, JOHM Q8272003 | Completed | 7950000030804811 | 7950000030804800 MEB90612
FAN, FETER Q8272003 | Completed | 7950000030804810 | 7950000030804800 MEB90612
MUFFENBURGERTOM- | 08272003 | Completed | 7950000030804309 | 7950000020804800 MEB90612 -
SWITH, ALEXANDRIA,
DOE, JOSIE Q8272003 | Completed | 7950000030804808 | 7950000030804800 MEB90612
COSTANZAMEYER, Q8272003 | Completed | 7950000030804807 | 7950000030804800 MEB90612
GEORGE
GRANGER, 08/21/2003 | Completed | 7950000030804765 | 7950000030804765 MEB90E00
HERMIONE
Return to Previous Page Return to Options
| |
|&] Done [ | By Localintranet p
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3 Histonical Query Summary - Microsoft Intermet Explorer provided by SBA International

J File  Edit “Wiew Favorites Toolz  Help

= 43 NPDB Charge Receipt -- DCN: 7950000030804800 - Microsoft Internet Explorer provided by SRA Intemnational
Back

J Fle Edit “iew Favoites Tools Help

Mational Practitioner Data Bank DiCH: 7950000030804800
Healthcare Integrity and Protection Data Bank Process Date: 08/27/2003
P.C. Box 10832 For authorized use by:
Chantilly, %A 20153-0832 TEST ENTITY

Narme http: e, npdb-hipdb. com

fetod NPDB CHARGE RECEIPT
s (THIS IS NOT A BILL)

Statu

A ENTITY INFORMATION

Data Bank ldentification Number (DBID): 3333333333332333
| Entity Name: TEST ENTITY |
CUT| Address: 4350 FAIR LAKES CT. UPDATE TEST ONE
w WO AMD THREE
——| City, State, ZIP: FAIRFAX, VA 22033
PAN payment Method: VISA
NUFL Account Number: SHHHOOCOCOCHX 1
ﬂ Expiration Date: 0212004
DOE Cardholder's Name: TESTENTITY
o Cardholder's Billing Address: 123 SOME ST
GEQ City, State, ZIP: SOME CITY WA 22222
GRE
HEFR| Transaction Date (Date Queried): 08/27/2003
| Transaction Number: 7950000030804800
| B.CHARGES
=
|@ I_l_ 25 L ocal intranst A
|&] Done [ | By Localintranet ;l
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3 Histonical Query Summary - Microsoft Intermet Explorer provided by SBA International

J File  Edit “Wiew Favorites Toolz  Help

- 3 MPDB Charge Receipt -- DCH: 7950000020804800 - Microszoft Internet Explorer provided by SRA Intemnational

Back

—J Ele Edit “iew Favoitez Toolz Help

n Date Charged: 082742003 [
Reference Number: MIGI0612
Number of Subjects in Query: 5
Namel Number of Subjects Charged in this i
Receipt:
;:—Qtz;ﬂ Number of Subjects Charged Separately: U]
Number of Subjects Not Processed: U]
Type (| Fee per Subject: £4.25
Submi
St ToTAL NPDB CHARGE: $21.25
C.SEARCHRESULTS
L]
Subject Name Results Fee
CUTT COSTANZAMYER, GEORGE RESULTS RETURNED $4.25
SMITH poE, JosIE RESULTS RETURNED $4.25
PAN, MNUFFENBURGERTOM-SMITH, ALEXANDRIA RESULTS RETURMED $4.25
gk’mﬁf PAN, PETER RESULTS RETURMED $4.25
DOE SMITH, JOHM RESULTS RETURMED 3425
Cos
GEO Total Charge: $21.25
GRAI
HER!
; CONFIDENTIAL DOCUMENT - FOR AUTHORIZED USE ONLY
-
& [ [ [E3 Localintranet i
|&] Done [ | By Localintranet 4'
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2004 IQRS Improvements

Users May Search for Previously Submitted Reports

" / 5. Depertment of Hsolth ond Homan Services SRA
4. @Hm — Hawes, October 19, 2004, 2039001-01770.01.00, Slide 21 —

Health Resources and Services Administration



Back Eariand Stop  Refresh  Home Search Favortes  History LT Edit Discuzz  Print

J@,*,@ o

QG @‘%-@, =

Mational Practitioner Data Bank

OPTIONS Healthcare Integrity and Protection Data Bank

Query Options

View Query Response

View Billing History

View Histarical Queries
Report Options

View Report Qutput

View Histarical Reports
Maintenance Options Maintain Subject Database

Update User Account

End Session & Return to Login
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V4 / 1US. Depertment of Haolh ond Homas Servies
4‘ — Hawes, October 19, 2004, 2039001-01770.01.00, Slide 22 —

""" Health Resources and Services Administration




5. Depertment of Haolih ond Homan Services

>

Health Resources and Services Administration

/3 Historical Report Selection - Microsoft Internet Explorer provided by SRA International

J File Edit “iew Favortes Toolz Help

= o= @ B 4 | A = @ | = H 3

Back Fararnd Stop  Refresh  Home Search Faworites  History ail E dit Dizcusz  Print

National Practitioner Data Bank
HISTORICAL REPORT SELECTION Healthcare Integrity and Protection Data Bank

Towview a summary of reports submitted, narrow your search criteria as much as possible by Help 2 )
completing the following filtering options below. The Type of Subject, Submission Date

Range, Status and Type of Report fields are all required. Note: Only reports submitted on or

after 10/22/1999 will be displayed.

Type of Subject (Choose between individual or organization subjects. Subject name is optional and
may be omitted.)

 Individual Subject(s)
Last MName First Mame

& Organization Subject{s] (HIPDB Only)
Mame of Organization

[Healthy Hospital

AND

Submission Date Range (MMDDYYYY) (Report rejections may not be available after three months
from the date of submission.)

From: [10012002  To:[10012005 | <

AND

Status

© Completed ¢ Rejected & Both _
AMND

Type of Report

 Adverse Action Report (AAR)

 Medical Malpractice Payment Report (MMPR)

© Judgment or Conviction Report (JOCR)
& Al

Continue Clear

B nana T ER T alinkanar -

— Hawes, October 19, 2004, 2039001-01770.01.00, Slide 23 —




; Historical Report Summary - Microsoft Internet Explorer - |EI|5|
J File Edit ‘Wew Favorites Tools Help |
- 0= @ [N & Q@ G @ B =HA.EH S
Back Foryyard Stop Refresh  Home Search  Favorites  Hiskory Tail Edit Discuss Print
=l
National Practitioner Data Bank
HISTORICAL REPORT SUMMARY Healthcare Integrity and Protection Data Bank
Mame: TEST ENTITY (333333333333333) Help 7 J
The following entries provide a summary of report submissions based upon the specified selection criteria
listed below. Click a link in the DCM column to view a copy of an active report. Click a link in the Current
Report Status column to views a report's history. Refer to Help for additional information.
Type of Subject: Organization -- Healthy Hospital
Submission Date Range: 10/01/2002 - 10/01/2003
Status: Completed and Rejected
Report Type: Al
Historical Report Summary
Current
. Date Data Report
Subject Name Submitted Status DCN Banks) Type Report
Status
HEALTHY HOSPITAL 0901272003 “ 7950000030807 041 HPDE AAR Initial | Active
HEALTHY HOSFITAL 052372003 | Completed | 7950000030806622 HPDE AAR Active
Correction
HEALTHY HOSFITAL 050872003 | Completed | 7950000030805559 HPDE AAR Initial | Inactive
HEALTHY HOSPITAL 1116/2002 | Completed | 7950000030805030 HPDE AAR Active
Fevision
Return to Previous Page Return to Options
| |
|2:| Done l_l_l_ (32 Local intranet 4
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; Historical Report Summary - Microsoft Internet Explorer ¥ - |EI|5|

J File Edit ‘Wew Favorites Tools Help

. 4} ¥iew Report Number: 7950000030807041 - Microsoft Internet Explorer : =101 x[

Back - = J File Edit Miew Favorites Tools Help ﬁ
Mational Practitioner Data Bank Process Date: 09/12/2003 -
Healthcare Integrity and Protection Data Bank Print Date: 02/072004

HISTOR | :GX N R 15
Chantilly, WA 201530832

http:/’wrww.npdb-hipdb.com

MName: TE

The followin ADVERSE ACTION REPORT
listed below

Report Stat STATE LICENSURE ACTION

Type of Suk Report Number: 7950000030807041
Submission

Status: [ ]1The Mational Practitioner Data Bank

Report Type [X] The Healthcare Integrity and Protection Data Bank

The information contained in this report is maintained by the Healthcare Integrity and Protection Data Bank for restricted use
under the provisions of Section 1128E of the Social Security Act, and 45 CFR Fart 61. All information is confidential and may
be used only for the purpose for which itwas disclosed. For additional information or clarification, contact the reporting entity
identified in Section A.

Subj| A.REPORTING ENTITY

e a1 e | Entity Name: TEST ENTITY
M Address: 4200 FAIR LAKES CTR
HEALTHY SUITE 3-600

City, State, ZIP: FARFAX, WA 22033

HEALTHY | Country:
HEALTHY | Entity Internal Report Reference {e.g., claim

numbet):
Name or Office: TEST TESTER
Title or Department: DIRECTOR OF TEST
Telephone: (703) 555-1332
Type of Report: IMITIAL
Status of Report: ACTIVE =
|€| Done l_l_’_ E Local intranet 4
I |
|&] pere l_l_l_ (28 Local intranet 4
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; Historical Report Summary - Microsoft Internet Explorer - |EI|5|
J File Edit ‘Wew Favorites Tools Help |
- 0= @ [N & Q@ G @ B =HA.EH S
Back Foryyard Stop Refresh  Home Search  Favorites  Hiskory Tail Edit Discuss Print
=l
National Practitioner Data Bank
HISTORICAL REPORT SUMMARY Healthcare Integrity and Protection Data Bank
Mame: TEST ENTITY (333333333333333) Help 7 J
The following entries provide a summary of report submissions based upon the specified selection criteria
listed below. Click a link in the DCM column to view a copy of an active report. Click a link in the Current
Report Status column to views a report's history. Refer to Help for additional information.
Type of Subject: Organization -- Healthy Hospital
Submission Date Range: 10/01/2002 - 10/01/2003
Status: Completed and Rejected
Report Type: Al
Historical Report Summary
Current
. Date Data Report
Subject Name Submitted Status DCN Banks) Type Report
Status
HEALTHY HOSPITAL 09/12/2003 | Completed | 7250000030807 041 HPDE AAR Initial | Active
HEALTHY HOSFITAL 052372003 | Completed | 7950000030806622 HPDE AAR Active
Correction
HEALTHY HOSFITAL 050872003 | Completed | 7950000030805559 HPDE AAR Initial | Inactive
HEALTHY HOSPITAL 1116/2002 | Completed | 7950000030805030 HPDE AAR Active _
Fevision
Return to Previous Page Return to Options
| |
|2:| Done l_l_l_ (32 Local intranet 4
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a Historical Report Summary - Microsoft Internet Explorer

J File Edit ‘Wew Favorites Tools Help

. L@ B A e @m @ B FH.HE
Back Foryyard Stop Refresh  Home Search  Favorites  Hiskory Tail Edit Discuss

Print

3 Report History Detail - Microsoft Internet Explorer provided by SEA International

J File Edit “iew Favoites Toolz  Help

Report History Detail

Report History

Previous Transaction
ek ReportDCN | eport|  Type Date
@ | 7950000030805030 AAR Revision T1ME8/2002

Active Related Repors

Related Transaction
ek ReportDCN | eport|  Type Date
T950000020804992 | TA50000030805030 | AAR Correction | 10/03/2002

|@ Done

|Ej Done

o EL

l_’_ 25 Local intranst

[ | B Localintranet

5. Degertment of Haolth ond Homan Services
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2004 IQRS Improvements

Bundled Multi-Name Query Responses
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3 Options - Microsoft Intemet Explorer provided by SRA International
J File Edit View Favortes Toolz Help |
@« 0= @ ¥ o [ @ & @ @ B =, S
Back Ecrward Stop  Refrezsh  Home Search Favontes  History b ail Edit Discuss Fririt
Mational Practitioner Data Bank
OPTIONS . .
Healthcare Integrity and Protection Data Bank
Query Options
View Query Response
View Billing History
View Historical Queries
Feport Options
View Report Qutput
View Historical Reports
Maintenance Options aintain Subject Data
Update User Account
End Session & Return to Login
|&] Done [ | By Localintranet v
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3 Uszer Account Information - Microsoft Internet Explorer provided by SRA International

J File Edit View Favoites Tool: Help

&« 0= Q9 [ o @ @ B | B =52, EH S
Back Faraand Stop Refresh  Home Search Favontes  History Mail Edit Digcuss Prirt

USER ACCOUNT INFORMATION

User Information
To edit a user account, modify the information to be changed, click Save.

The name, title, and telephone information are used to pre-populate certification fislds.

Fasswords must contain at least 8 characters. Passwords must contain a mix of alphabetic
characters and numeric digits. Passwiords are case sensitive.

User D : UserldCne
Old Password : |

New Password : |

Confirm Password |

Mame

Title

[User One
[User Title
Telephone [7035551212
E-mail Address |

Ext. |

Strest Address
Address Line 2

|
|
City - |
|
|

State
Fp Code

CHOOSE ONE FROM LIST j

|@ Daone

National Practitioner Data Bank
Healthcare Integrity and Protection Data Bank

Help T '

|»

[ | By Localintranet

N E
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3 Uszer Account Information - Microsoft Internet Explorer provided by SRA International

J File Edit View Favoites Tool: Help ‘

+ = @ﬁ‘@@@%-@,é

Back ¥ Faraand . Stop Refresh  Home Search Favontes  History Mail Edit Digcuss Prirt

State iCHOOSE OME FROM LIST =l
Zip Code | |

Country |

Assigned Credit Card 4300000000000

[T The Data Bank Mewsletter is sent to your entity's certifying official. If wvou do not currently receive the
Data Bank Mewsletter, and would like to, check this box.

Query Response Preference
Specify your preference for how you wish to receive multi-name query responses and click Save . Eundling

query responses can make it easier for you to view or print the results of large multi-name queries.

© MNewer bundle query responses (a guery response will be returned for each subject).
O Always bundle guery responses (a query response will contain all subjects bundled together).

‘ & Only bundle guery responses when querying on more than I'IU subjects.

(For example, if the above threshold is set to 10 and a multi-name query is on ten subjects, then the
system will generate ten response files, one file per subject. Howewer, if the queryis on 11 ar more
subjects, then the system will generate one response file with all of the subjects bundled together )

MNote:
- Response files cannot exceed 2 MEB in size. If the bundled query response file is larger than 3 MB,

multiple bundled response files will be generated.
- [fyour entity queries both NFDE and HFDE, the query responses far each Data Bank will be returned in

separate files.
- Changing this preference only affects future queries; current response files that are already processed

will not change.

Return to Options

SN

|&] Done [ | By Localintranet
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3 Uszer Account Information - Microsoft Internet Explorer provided by SRA International

J File Edit View Favoites Tool: Help ‘

+ = @ﬁ‘@@@%-@,é

Back ¥ Faraand . Stop Refresh  Home Search Favontes  History Mail Edit Digcuss Prirt

State iCHOOSE OME FROM LIST =l
Zip Code | |

Country |

Assigned Credit Card 4300000000000

[T The Data Bank Mewsletter is sent to your entity's certifying official. If wvou do not currently receive the
Data Bank Mewsletter, and would like to, check this box.

Query Response Preference
Specify your preference for how you wish to receive multi-name query responses and click Save . Eundling

query responses can make it easier for you to view or print the results of large multi-name queries.
© MNewer bundle query responses (a guery response will be returned for each subject).
- & Always bundle guery responses (a query response will contain all subjects bundled together).
© Only bundle guery responses when querying on more than I'IU Subjects.
(For example, if the above threshold is set to 10 and a multi-name query is on ten subjects, then the

system will generate ten response files, one file per subject. Howewer, if the queryis on 11 ar more
subjects, then the system will generate one response file with all of the subjects bundled together )

MNote:
- Response files cannot exceed 2 MEB in size. If the bundled query response file is larger than 3 MB,

multiple bundled response files will be generated.
- [fyour entity queries both NFDE and HFDE, the query responses far each Data Bank will be returned in

separate files.
- Changing this preference only affects future queries; current response files that are already processed

will not change.

CH

Return to Options

SN

|&] Done [ | By Localintranet
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2004 IQRS Improvements

Viewing the Bundled Query Responses
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3 Options - Microsoft Intemet Explorer provided by SRA International
J File Edit View Favortes Toolz Help |
@« 0= @ ¥ o [ @ & @ @ B =, S
Back Ecrward Stop  Refrezsh  Home Search Favontes  History b ail Edit Discuss Fririt
Mational Practitioner Data Bank
OPTIONS . .
Healthcare Integrity and Protection Data Bank
Query Options
View Query Response
View Billing History
View Historical Queries
Feport Options
View Report Qutput
View Historical Reports
Maintenance Options aintain Subject Data
Update User Account
End Session & Return to Login
|&] Done [ | By Localintranet v
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3 QUERY STATUS - Microsoft Internet Explorer

=101x]

J File Edit Wew Favorites Tools Help

& . =2 .8 B 7B

Back Forward Stop Refresh  Home

Q@ m I B FHA.=H S

Search Favorites  History Mail Edit Discuss Print

Mational Practitioner Data Bank
Healthcare Integrity and Protection Data Bank

QUERY STATUS

Click a DCM foryour guery results. Click Receipt to display the charge amount(s) for the
associated DCMN from the View Billing History Screen. To display the charge receipts for all Help 2 )
of the listed DCNs, click View Billing History below.

Fesponses to each query will be available electronically within an average of 4 to 6 hours of receipt by the
Data Eank(s). Under certain circumstances, additional processing may be required. Flease do not re-
submit your queny on the subject in question, since this will result in duplicate transactions and duplicate
fees. If you do not receive your response within 2-3 business days of submission, please call the NFDE-
HIFDE Customer Service Center. Those items that require additional processing time are marked as
Fartially Completed. Those items marked as Pending have not yet been processed.

. Date Names HIPDB | NPDBE | Billing | Available
SRR Zel Submitted Queried Status Charge Charge|History| Until

Emima Kathryn [79500000308080911ogaatim 3 [Completed $12.75 |Receipt|11/15/2003
Another QUerer 95000003080471310/01/2003] 3 [Completed $12.75 |Receipt|11/01/2003

MName
Cluerier Name (7500000308047 1109/20/2003 1 Completed $4.25  |Receipt|10/30/2003

View Billing History

Return to Options End Session & Return to Login

a

|E| Cione I_ I_ l_ |@ Iy Computer

[
4
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/3 Multiple Name Query Responses - Microsoft Internet Explorer

=101x]

J File Edit Wew Favorites Tools Help

« .2 .0 B B @ @ s B FH.=EH S

Back Forward Stop Refresh  Home Search Favorites  History Mail Edit Discuss Print
-l
National Practitioner Data Bank
MULTIPLE-NAME QUERY RESPONSES Healthcare Integrity and Protection Data Bank
Batch Number: 7950000030808091 Help 2 j
Names in Batch: 3
Names Processed: 2
Submitter: Emma Kathryn
All responses may not be ready at the same time. Some queries may reguire additional processing tims
and will be available as additional files after they have been processed.
Yiew names in batch query
File MNames Date Available Date
in File | Processed Until Viewed
MNPDE Eesponse File 1|3 10152003 TIME2003 Mot Viewed
Return to Options End Session & Return to Login
=l
|é:| Done I_ I_ l_ |EQ_.1 My Computer v
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2004 IQRS Improvements

Viewing the Unbundled Query Responses
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3 QUERY STATUS - Microsoft Internet Explorer

=101x]

J File Edit Wew Favorites Tools Help

& . =2 .8 B 7B

Back Forward Stop Refresh  Home

Q@ m I B FHA.=H S

Search Favorites  History Mail Edit Discuss Print

Mational Practitioner Data Bank
Healthcare Integrity and Protection Data Bank

QUERY STATUS

Click a DCM foryour guery results. Click Receipt to display the charge amount(s) for the
associated DCMN from the View Billing History Screen. To display the charge receipts for all Help 2 )
of the listed DCNs, click View Billing History below.

Fesponses to each query will be available electronically within an average of 4 to 6 hours of receipt by the
Data Eank(s). Under certain circumstances, additional processing may be required. Flease do not re-
submit your queny on the subject in question, since this will result in duplicate transactions and duplicate
fees. If you do not receive your response within 2-3 business days of submission, please call the NFDE-
HIFDE Customer Service Center. Those items that require additional processing time are marked as
Fartially Completed. Those items marked as Pending have not yet been processed.

. Date Names HIPDB | NPDBE | Billing | Available
SRR Zel Submitted Queried Status Charge Charge|History| Until

Ermma Kathryn [795000003080800110/15/2003 3 (Completed $12 75 Receipt[11/15/2003
Another QUeNer |750000030804713 1At 3 Completed $12 75 |Receipt|11/01/2003

MName
Cluerier Name (7500000308047 1109/20/2003 1 Completed $4.25  |Receipt|10/30/2003

View Billing History

Return to Options End Session & Return to Login

a

|E| Cione I_ I_ l_ |@ Iy Computer

[
4
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3 Subjects Queried - Microsoft Internet Explorer - |EI|5|
J File Edit Wew Favorites Tools Help ‘
& . .0 B Al Q@ @@ @ B . E S
Back Farward Stop Refresh  Home Search Favorites  History Mail Edit Discuss Print
-l
National Practitioner Data Bank
SUBJECTS QUERIED Healthcare Integrity and Protection Data Bank
DCN TA50000020804713 Help 2 )
Submitter: Another Querier
Mame
Available
Until: 11012003
Select a subject name to obtain information or, if rejected, the reason for rejection. Those iterms marked as
Fending have not yet been processed.
# of # of Date
Subject Name Status NPDB HIPDOB Viewed
Reports | Repors
BOY LAY Completed 4
EGGLESTOMN, COACH |Completed 1
SAVER LY Completed 2
Return to Options End Session & Return to Login
=
|@ Done I_I_l_lg My Computer v B
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2004 IQRS Improvements

July 2004

NPDB and HIPDB self-query fees reduced from $10.00 per name to $8.00 per
name per Data Bank.

September 2004

- Added fields on Individual and Organization HIPDB Reports to support the
Individual Taxpayer Identification Number (ITIN). The query and self-query,
interfaces were updated to support ITINs as well.
Added a Security Notice to IQRS.
Added a load balancer to IQRS architecture to enhance service.

-
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& | Report Input Form - Microsoft Internet Explorer,

Favorites  Tools  Help

File Edit  Wiew

National Practitioner Data Bank
REPORT INPUT Healthcare Integrity and Protection Data Bank

~

SOCIAL SECURITY NUMBERS {SSN) (FORMAT MMMMMMMNMM] |
<3 I al ]
INDIVIDUAL TAXPAYER IDENTIFICATION NUMBERS {ITIM) (FORMAT SMMMMNMNMMM)

N 2 qm—

S I al ]

— = FEDERAL EMPLOYER IDENTIFICATION NUMBERS (FEIN)

3 I ]

NATIONAL PROVIDER IDENTIFIERS {NPI)

N A

2 I ]

DRUG ENFORCEMENT ADMINISTRATION (DEA) NUMBERS

1| | 2. | |

3. | | 4. | |

UNIGQUE PHYSICIAN IDENTIFICATION NUMBERS {UPIN])

4 ) .
< | >

I@ Done é ‘:g Local inkranet
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<3 Entity Registration Confirmation - Microsoft Internet Explorer E|@|E|
I

File Edit Miew Favorites Tools  Help ;,
Ea)
National Practitioner Data Bank
ENTITY REGISTRATION CONFIRMATION Healthcare Integrity and Protection Data Bank
Only specific entities authorized by law may request the disclosure of information fram (i.e., query) ar submit Help 2
reports to the Mational Practitioner Data Bank(MFPDE) or the Healthcare Integrity and Protection Data Bank _J
(HIPDBE). Authorized entities must be registered with the appropriate Data Bank(s) and have received a
confidential Data Bank Identification Mumber (DEID) and password prior to using this querying and reporting
gervice. Any unauthorized individual or organization that attempts to query or file reparts with the Data Banki(s)
i subject to fine and imprisonment under Federal statute.  If you are not authorized by law and registered to
guery or report to either the NFDEB or the HIFDE, please log off now.
Please confirm that the fellowing information is correct:
TEST EMTITY
4350 FAIR LAKES COURT TEST
SUITE 400
FAIRFAX WA 22033
Telephone: 213-4234
SECURITY NOTICE: Please read this important infarmation regarding your role in protecting critical Data Bank information.
The above entity’s current privileges are:
Cluery and FHeport to the Healthcare Integrity and Protection Data Bank, and
Cluery and Feport to the Mational Practitioner Data Bank.
Last successful login date: OCT 08, 2004 10:30AM
You have new correspondence from the NPDB-HIPDB. Choose the Administrator Options hutton
below to access your Data Bank Correspondence.
Administrator Options
End Session & Return to Login
b
@ é ‘-J Local intranet
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ENSURE IQRS SECURITY

There are over 17,000 registered entities with an average of three users per entity who access the Data Banks. Because of the
high volume of users and sensitivity of information. the Data Banks require that entities take specific precautions to protect
the confidentiality of information. Implementation of these specific measures can help prevent security breaches, which may
result in civil suits and fines for violating Federal regulations under Title TV of Public Law 99-660, the Health Care Quality
Improvement Act of 1986, Section 1128E of the Social Security Act, and other Federal statutes. To view Data Bank laws and
regulations, see www.npdb-hipdb.com/legislation htmi.

The Federal regulations specify Data Bank requirements for the confidential receipt, storage, and disclosure of information.
Entity administrators are responsible for monitoring and controlling user access, which will help ensure the security of Data
Bank information.

Tt 15 important to follow the best practices discussed below for creating secure passwords as well as entity users” access to the
Data Banks. Equally important to the system’s security 1s the proper and secure retrieval, handling, and disposal of sensitive
Data Bank informarion.

1. INTEGRATED QUERYING AND REPORTING SERVICE (IQRS) SECURITY

The IQRS operates on a secure web server using the latest technology and implementation measures to provide a secure envi-
ronment for querying, reporting, storing, and refrieving information.

2. Data Bavk CONFIDENTIALITY

Information reported to the Data Banks is considered confidential and may not be disclosed except as specified in the NPDB
and HIFDB regulations.
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Without With
Load Balancer

Balancer

QRS | QRS || IQRS |
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Fall 2004 IQRS URP

Questions / Comments
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